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Cybersecurity for ports: 
new challenges and solutions



What are the guidelines?
This 84 page document is the culmination of four months of 
intense work between 22 experts from IAPH member ports from 
around the world as well as Associate Member cybersecurity 
specialists and contributors from the World Bank. 

Its purpose is to serve as a crucial, neutral document for senior 
executive decision makers at ports who are responsible for 
safeguarding against cybersecurity risks as well as ensuring the 
continued business resilience of their organization.







The five essential steps towards cyber resilience
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Step three
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Assessing for Risk

Assess for vulnerabilities

To identify and evaluate the cybersecurity 
vulnerabilities within the complex operating 
environment of a port or port facility.

Assess for impact

Impact refers to the potential harm that a 
cyber threat might cause to a port or port 
facility.

Assess for risk

To gain insights into the cyber risks to port 
and port facilities operations.

Risk identification

• Asset identification
• Understanding data as an asset
• Assess for threats
• Create risk scenarios

• Risk analysis
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Ports context : cyber vulnerabilities amplification 

• Operational aspect: 
• Increased sharing of real-time data, 
• Interconnections with multiple stakeholders, 
• Complexity of business and OT systems

• Technical aspect: Difficulty in applying security updates / Continuous operation
• Smart Port trends : Increased exposure to cyberthreats
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Smart Port trends – Supporting Cybersecurity Resilience

Smart Container use case: 
Yard inventory count and registration

• Suppose that because of a cyber-attack the TOS database can’t be 
restored and, as a result, there is a need to manually count and 
register the inventory of thousands of containers 
in the port yard.

• However, if the yard is filled with 
Smart Containers that can instantly
transmit their identification numbers
and locations, the TOS database can
be immediately updated.

• This can save many hours of 
manual work and enable a quick
recovery from the cyber-attack.



Difficulty in mobilizing a port 
stakeholders community on cyber issues 

• Many stakeholders to coordinate, 
often interdependent

• Business ecosystem relying on 
multinational companies & very small enterprises

• Professionals under pressure, 
often behind their schedule

• Narrow Vision, silo working

• Low interest in cybersecurity topics



Physical & non-physicals impacts
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https://www.seatrade-maritime.com/technology/shipping-industry-expects-cyber-attack-deaths-collisions-and-groundings?trk=feed_main-feed-card_feed-article-content

https://www.seatrade-maritime.com/technology/shipping-industry-expects-cyber-attack-deaths-collisions-and-groundings?trk=feed_main-feed-card_feed-article-content
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Defining the Organization’s Cyber Ecosystem: Activities & Stakeholders
In order to manage their cyber risk port and port facility leaders must first understand what are the 
most critical operational activities, and who are the individual stakeholders supporting them.

Critical Activities:
• Activities linked to sea freight and hinterland 

transport (e.g. unloading and loading, etc.)
• Activities related to the transport of passengers and 

vehicles (e.g. border control, etc.)
• Activities related to traffic coordination (e.g. AIS, etc.)
• Industrial activities (e.g. petrochemicals, etc.)
• Fishing related activities (e.g. inspection of fish, etc.)

Critical Stakeholders
• Ocean transportation (e.g. shipping companies, etc.)
• Authorities (e.g. port authority, customs,, etc.)
• Supply chain (e.g. freight forwarders, etc.)
• Terminal operators
• Port service providers (e.g. tug operators, etc.)
• PCS operators
• Industrial (e.g. petrochemicals, etc.)
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Defining the Organization’s Cyber Ecosystem: Assets

Critical Assets – Data exchange/Systems and tools

• Mandatory declarations (e.g. FAL forms, etc.)/ (e.g. MSW, etc.)

• Control and authorization (e.g. custom clearance, etc.)/ (e.g. PCS, etc.)

• Operational data related (e.g. freight scheduling, etc.)/ (e.g. TOS, etc.)

• Financial and business data (e.g. invoicing,, etc.)/ (e.g. Billing, etc.)

• Navigation and traffic management data (e.g. AIS, VTS, etc.)

Port and port facility cyber ecosystems are dynamic and its stakeholders are 
highly interdependent. Therefore, periodic review of the ecosystem critical 
activities/stakeholders/assets and making appropriate adjustments, are 
recommended



Cybersecurity is not just for the IT department

Cyber risk is pervasive. Cyber risk factors touch every aspect of the 
organization including administration and operations. Cyber risk 
management only succeeds with the active executive engagement and 
oversight.

Managing cyber risk encompasses people, technologies, processes. Cyber 
threat actors commonly target non-IT staff, which represents the majority
of an organization’s personnel.

Cyber risk is an 
enterprise-wide 

risk

1

People are the 
weakest link in cyber 

risk management
2

The impact of cyber 
breaches can be 

disastrous 
3

The consequences of compromised port and/or port facilities’ digital processes 
could result in operational disruption, affecting customers, port authorities, 
port community systems, and related port services.

Cyber resilience requires pre-defined decisions and pre-defined cooperation 

coordinated with all the stakeholders, 

inside and outside the port



Israeli Maritime-Tech Startups*

* The chart comprises of “pure-play” maritime startups, as well as startups attending different industry but have a strong maritime use case.  
Copyright © 2022, theDOCK,  All rights reserved

January 2022



Cyber Solutions
• Cydome

Cyber Security Coverage for Protecting IT & Operational Assets in Ships and 
Ports while assuring their readiness for regulatory inspections.

• Salvador: 
Solutions for operational continuity and cyber-attack recovery in SCADA and 
HMI systems

• Cyberstar: 
A cybersecurity company, subsidiary of ZIM, the Israeli shipping line, offering 
Cybersecurity services such as cyber-attack simulation, cybersecurity gap 
analysis, etc. 

• EasySec
Endpoint Protection for Industrial IoT and Control Systems



Thank you for your 
attention!

For your copy of the guidelines:

https://bit.ly/IAPHCyberGuide1

For more information, contact: 

gadib@marinnovators.com

To join IAPH and its Data Collaboration Technical 

Committee, contact:

antonis.michail@iaphworldports.org

Gadi Benmoshe
Vice-Chair IAPH DCC, Managing Director, Marinnovators

gadib@marinnovators.com
+972-506460980

The biggest room in the 

world, is the room for 

improvement
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